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As part of this initiative, the following activities will be organized during the
month:

Daily Awareness Posters – 
Based on the topics covered in the Value Added Course (VAC) – Cyber Law and Ethics

Cyber Law & Ethics Newsletter 2025 –
 A comprehensive newsletter highlighting the learnings, awareness drives, and student contribution
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CYBER LAW AND ETHICS –CYBER LAW AND ETHICS –
AN INTRODUCTIONAN INTRODUCTION

CYBER LAW AND ETHICS –
AN INTRODUCTION

UNDERSTANDING
CYBER LAW

Legal rules governing
computers, internet, and

digital tech to prevent
cybercrime, protect data,
intellectual property, and

cybersecurity,
safeguarding individuals,

businesses, and
governments.

 ETHICS IN THE
CYBER WORLD

Ethical principles for
responsible online

behavior, promoting
privacy, honesty, respect,
and preventing harm like

plagiarism or
cyberbullying.
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AWARENESS POSTER DAY-1
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Awareness Poster Day-2

Cyber 
Jurisdict ion

W o r k i n g
Cyber jurisdiction decides
which country’s laws and
courts handle an online
crime, based on the location
of the crime, people, or
systems involved.

P r o c e c u t i o n  &
E n f o r c e m e n t
Once jurisdiction is decided,
the case moves to the court
or authority of that country.
Law enforcement may need
help from foreign agencies to
arrest suspects or gather
digital evidence.

 “The legal authority over internet-based activities”
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     Rise of  social media platforms    
     like Facebook , found everywhere.

Youtube for videos , podcasting ,
blogging fields are rising too

Artifical Intelligence(NL In
Ecommerce, and Virtual &
Augmented Reality)

     The internet started as - ARPANET    

Used manly researchers as the
military.

Connections were used, Dial-up
internet

Information more static

Basic inboxes like through basic
search engine
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AWARENESS POSTER DAY - 5AWARENESS POSTER DAY - 5

EARLY CYBER LAWSEARLY CYBER LAWS   

(1980S & 2000S)(1980S & 2000S)

EARLY CYBER LAWS 

(1980S & 2000S)

MODERN CYBER LAWSMODERN CYBER LAWS

(2010S–TODAY)(2010S–TODAY)

MODERN CYBER LAWS

(2010S–TODAY)

Computer Fraud and

Abuse Act (USA, 1986)

Computer Misuse Act

(UK, 1990)

India: IT Act, 2000

    Focus on:

Hacking &

unauthorized access

Electronic signatures &

records

Basic cybercrime laws

GDPR (EU, 2018) –
Data privacy

CCPA (California,
2020) – Consumer

rights
Stronger cybercrime &

security laws

     Focus on:

Data protection &

privacy

Cyber terrorism &

online frauds

Shaping a Safer Digital World
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DEEPFAKE ATTACK
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Real Life Cases

Whatsapp Hack(2019):
  Hackers used a missed call to
spy on user’s chats and data.

Legal Charges
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Awareness Poster Day  8:

Man In The Middle Attack:
An attacker secretly intercepts communication between two

parties 

Section 66A Of
IT Act 

Computer Fraud
And Abuse
Act(CFAA), 1986

The Data
Protection
Act,1998

The
IT(Amendment)
Act,2008

� “Your clicks can be trapped — think before you tap!”

Facebook  Login Scam:In 2017
attackers made a fake login
page to capture user’s
password.

 
Starbucks WIFI Attack:Fake
public WIFI was created to
steal user’s passwords and
card details.
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Forgery of Digital SignatureForgery of Digital Signature
-know the risk-know the risk

What is it?
Forgery of a digital

signature means tricking a
system or person into

accepting a fake or
unauthori~ed signature ¼
often by stealing a private

key or exploiting trust«

Common Methods
 Stolen private keys
 Phishing or malware
 Fake or misused
certificates
 Reused or backdated
signatures
 Weak cryptography or bugs

 Warning Signs
Invalid or expired
certificates
Missing or suspicious
timestamps
Unknown or untrusted
signers
Unexpected file changes or
signers

Protect Yourself
Use secure key storage 
Always verify signatures and
timestamps
Revoke compromised
certificates
Never share or export private
keys

Digital signatures ensure trust — protect them like passwords!Digital signatures ensure trust — protect them like passwords!
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ATTACK
SCENARIO

OFFENDER’S
ACTION

APPLICABLE
LAGAL CHARGES

1 . Data Theft &
Identify Fruad

A hacker steals customer
financial data (credit
card and Aadhaar
information) from a firm
and sells it on a Dark
Web forum.

IT Act, 2000: Section 43
(Penalty for damage to

computer system),
Section 66 (Hacking),

Section 66B (Receiving
stolen data)

    �« Ransomware
and Extortion

Cyber criminals use
malware purchased on
the Dark Web to lock a
major hospital's
network and demand a
Bitcoin ransom to
release patient records.

IT Act, 2000: Section
66F (Cyber Terrorism),
IPC Section 383
(Extortion)

�« Illegal Drug
Trafficking

A Dark Web market
operator runs an
anonymous website,
facilitating the sale and
delivery of illegal
narcotics and weapons
worldwide.

IT Act¥ ����¤ Section ��
¹Obscene±Illegal Material

in Electronic Formº«
NDPS Act ¹Narcotic

Drugs and Psychotropic
Substances Act¥ ����º«

IPC Section ���B
¹Criminal Conspiracyº«
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CYBER TRAPS: SOCIAL MEDIA SCAMSCYBER TRAPS: SOCIAL MEDIA SCAMS
SWIPE LEFT ON STRANGERS, OR YOUR BANK ACCOUNT MIGHT GO RIGHTSWIPE LEFT ON STRANGERS, OR YOUR BANK ACCOUNT MIGHT GO RIGHT    

CYBER TRAPS: SOCIAL MEDIA SCAMS
SWIPE LEFT ON STRANGERS, OR YOUR BANK ACCOUNT MIGHT GO RIGHT  
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Scammers are everywhere — pretending to be someone you trust, offering
“too good to be true” deals, or sending links designed to trap you.

Every 39 seconds,
a cyberattack hits someone online.
Don’t be the next victim.

Fake Giveaways & Contest Links

Impersonation of Friends or Influencers

Phishing Messages Asking for Details

Fake Job or Investment Offers

Report suspicious emails and messages
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Vishing Attack

App: SlashNext-
AI-powered phishing protection

with high detection rate and real-
time blocking of scams.

Man-in-the-Middle Attack

App: Build 38 Mobile Security-
Provide strong mobile app security

SDK to detect and block MITM
attacks.

Deepfake Attacks
App: Sensity AI-

Advanced AI deepfake detection
across audio, video, and images
with enterprise grade accuracy.

Dark Web Cybercrime
App: Breachsense-

Real-time dark web monitoring
and breach detection alerts to

prevent identity theft.

Website :
[https://www.consumer.ftc.gov/

articles/0076-phone-scams]

Website :
[https://www.technologyreview.co

m/2020/12/10/1013144/mit-
deepfake-detection]

Website :
 [https://owasp.org/www-

community/attacks/Man-in-the-
middle]

Website :
[https://www.bbc.com/news/tech

nology-41179600
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AWARENESS POSTER DAY-14 

AADHAAR DATA LEAK

(2018 - INDIA)

Reported Misuses / Frauds : - 2018 saw many reports of Aadhaar
frauds: fake/forged Aadhaar cards, banking frauds involving Aadhaar,

etc.
- Cases where Aadhaar numbers, names etc appeared on public

portals. 

Impact :
Citizens’ personal data

became vulnerable.
Risk of identity theft and

fraud increased.
Public trust in Aadhaar

system declined.
Legal and policy debates

intensified.
Weak third-party

systems exposed flaws.

Outcome :
Sparked nationwide concern

over privacy.
Led to stricter data security

measures.
Encouraged transparency

and accountability.
Resulted in the Data

Protection Act (2023).
UIDAI introduced Virtual ID

and Masked Aadhaar.



Affilated to the University of Rajasthan
Accredited with A Grade  by NAAC (First Cycle, 2025)

An ISO 14001:2015 Certified Institution

Designed By -
Mohommad Mahir Khan

BCA Semester III

Organized By -
Department of Computer Science 

in collaboration with the 
Student Cyber Safety Committee

St. Xavier’s College Jaipur

AWARENESS POSTER DAY-15 
OLA CABS DATA

LEAK 2014

Allegedly accessed
User Details, Credit
Card Transaction
History, and Unused
Vouchers.

Potential for financial
fraud due to
compromised credit
card/transaction
history (though hackers
claimed they wouldn't
misuse it).

Major loss of customer
trust and brand
reputation due to public
disclosure of the
security lapse and poor
security structure.

Loss/Impact (Alleged by
Hackers/Media)

Direct exposure of poor
application design and
weak development
server configuration.

Ola was criticized for
failing to respond
promptly or adequately
to the ethical hackers
who reported the
vulnerability.

Resolution (Ola's Response &
Subsequent Actions)

Company Denial: Ola officially
denied a security lapse on
user data, claiming the breach
was on a staging/test
environment with only dummy
user values.

Damage Control:
Claimed no real
customer financial data
was compromised, thus
mitigating direct
financial loss from the
alleged breach.

Public Statement: Issued a
strong public statement
emphasizing the security and
privacy of customer data as
"paramount."
Internal Review/Fixes: The
incident, along with other
reported vulnerabilities (like
an Ola Wallet hack), led to
bug fixes and the release of
app updates to address API
vulnerabilities and security
flaws.
Improved Protocols: The
incident (and similar ones)
highlighted the need for
better vulnerability disclosure
policies and prompt
communication with security
researchers to secure systems
faster.

Protecting Your Journey, Securing Your Data 
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AWARENESS_POSTER_DAY_15_:

OLA CABS 
DATA LEAK 2014

Hacker Group: 
A group named
"TeamUnknown" public
claimed to have
breached Ola's servers

Vulnerability:
The hackers claimed
the server was "weakly
configured" and the
application design was
"very poor."

Alleged Compromised Data:
The group claimed to ha
accessed a database containi
user details, credit ca
transaction history, and unus
vouchers.

The Server Type:
The hackers later clarified, and Ola
emphatically stated, that the
compromised server was a "staging"
or "development" environment, not
the live production database.

Company Stance:
Ola Cabs officially denied any
security lapse to real user data,
claiming the compromised server
contained only "dummy user values"
for internal testing.

The Underlying Risk:
Security experts noted that t
attack exposed the poor secur
practices on their testing serv
including the use of the we
MD5 hashing algorithm 
passwords.

“Assume that any data you share with an app, including payment
information, is at risk of a breach."
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Awareness Poster Day 16 :

Pegasus is a powerful
spyware developed by the

Israeli company NSO
Group, capable of

secretly accessing a
person’s calls, messages,

photos, and even the
microphone or camera of

a smartphone

It was allegedly used to
spy on journalists,

activists, and political
figures in several

countries, including India,
raising serious concerns

over privacy, surveillance,
and human rights

violations.

Key Issue:
 � Violation of Right to Privacy (Article 21 of the Indian Constitution)

Impact:
 ⚠ Threat to democracy, freedom of speech, and digital security.

Message:
 � Protect Privacy — Strengthen Cyber Laws & Digital Freedom!
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Attack (DDoS)
IoT (Compromised)
Defaults (Exploited)
Massive (Volume)
Dyn (Targeted)
Outages (Resulted)
Code (Leaked)
Vulnerability (Exposed)
Warning (Global)

Dyn (DNS provider)
OVH (Webhost)
Krebs (Security blog)
Netflix (Streaming)
Amazon (E-commerce)
Reddit (Social media)
GitHub (Software)
Liberia (National internet)
Telekom (German ISP)

The Mirai botnet attack of 2016 was a series of massive, record-
breaking Distributed Denial of Service (DDoS) attacks that

exploited the weak security of Internet of Things (IoT) devices
globally.

St. Xavier’s College Jaipur

Awareness Poster Day 17 :

MIRAI BOTNET ATTACK
GLOBAL 2016 

Distributed Denial of Service (DDoS) attack

WHAT HAPPENED? KEY TARGETS



St
. X

av
ier’s College Jaipur

D
e

p
artm

ent of Compute

r S
ci

en
c

e

Hacked Information
(Steal your: Bank Details, Card Number)

Login Credentials
(Passwords of Email-ID & Social Media A/C)

Sensitive Personal Information
(Emails Documents, Private Messages)

Public Wi-Fi may look free—
but nothing online is truly free! 
A hacker can be sitting right next to

you, turning your connection into an
open door.

DO’S DON’TS
Verify network names to avoid

fake hotspots (Evil Twin attacks).

Prefer your mobile data (4G/5G)

for important tasks.

Turn off auto-connect to open

networks.

Logging into sensitive accounts 

Accepting software updates or

downloads while connected.

Clicking on links or opening

attachments from unknown

sources.
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WARNING POSTER -2

Stay Smart! Stay Secure!



AADHAR DATA LEAK :
MAadhaar app

CYBER TERRORISM :
CyberCOP

The app has been launched to ensure
the safety of an individuals biometric

data stored in the Aadhaar system.
mAadhaar app enables users to lock
and unlock their biometrics at their

convenience.

PEGASUS SPYWARE ATTACK
APPDOME

Appdome’s dynamic Prevent
Trojan Spyware plugin for Android
and iOS identifies and blocks zero-

click exploits, unauthorized
remote access, and spyware
injections used by Pegasus.

CyberCOP Application stands at the
forefront of the battle against cybercrime,

serving as a comprehensive platform
designed to empower users, raise cyber
awareness, and combat digital threats

effectively.

A SIEM solution with advanced threat
detection capabilities can help you
prevent Mirai from laying its botnet

foundation on your network. SIEM can
help you protect your devices with a
range of predefined detection rules. 

MIRAI BOTNET :SIEM
SIEM
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SPECIAL Apps &  WEBSITES
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YOUR PRIVACY MATTERS!
DATA PROTECTION:

Why it’s important?
Every click, post, and download leaves a digital footprint.
Data breaches can expose your personal, financial, and social information.
Protecting data means protecting your identity!

Dos
Use strong, unique passwords (mix
letters, numbers & symbols).

Enable two-factor authentication
(2FA) wherever possible.

Use secure Wi-Fi connections and
trusted websites (https)

Backup your data on encrypted
drives or cloud storage.

Don’ts
Don’t share personal info (like OTPs
or bank details) online.

Don’t click suspicious links or pop-
ups in emails or messages.

Don’t reuse the same password
across different sites.

Don’t ignore privacy settings on
your social media accounts.

�Did You Know?
Over 80% of cyberattacks are caused by weak passwords.
Human error accounts for 90% of data breaches.
India's Digital Personal Data Protection Act, 2023 ensures your rights
to privacy and Data security.

Remember: "Protect Data, Protect Yourself."
Ñ Be smart. Stay alert. Stay secure.

Awareness Poster Day - 20
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Awareness Poster Day - 20

Public PCS for Sensitive Transactions
Click Unverified Attachments
Ignore Security Alerts
Use Default Passwords

Strong, Unique Passwords
2FA (Two-Factor Authencication
Skeptical Emails-Links
Software Updates
Secure Public Wifi

DO’s DON’Ts

Data protection is the process of safeguarding sensitive
information from corruption, loss, and compromise by using
security strategies and processes. Its goal is to ensure data
integrity, availability, and privacy, and to restore data to a
functional state if it is lost or damaged. This involves a
combination of data security measures, data backup and
recovery, & compliance with legal & regulatory requirements. 

Importance of Data Protection:-
     Prevents Data Theft

Maintains Privacy

     Builds Trust

Data Protection:-
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Online harassment or
intimidation
Hurtful messages and rumors
Emotional and mental effects
Signs: withdrawal or
distress
Block, report, save evidence
Use privacy and safety
settings
Report serious threats
immediately
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always keep your account
private
Use strong, unique
passwords
Think before posting online
Don’t share personal info
Block and report bullies
Save proof of abuse
Talk to trusted adults

St. Xavier’s College Jaipur
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( Do’s
 ✔ Enable Two-Factor Authentication (2FA) wherever possible.
 ✔ Change passwords immediately if you suspect a breach.
 ✔ Regularly update your passwords every few months.
 ✔ Keep your passwords private — don’t share them with anyone.
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STRONGPASSWORD

 ( Don’ts
 ❌ Don’t reuse the same password across multiple sites.
 ❌ Don’t write passwords on paper or save them in plain text.
 ❌ Don’t use personal details (like your name, birthday, or numbers).
 ❌ Don’t click on suspicious links or pop-ups asking for login info.

Creating a strong password is one of the simplest yet most powerful ways to
protect yourself online. A secure password should be long, unique, and include a
mix of uppercase and lowercase letters, numbers, and special symbols. Avoid
using common words, personal information, or easily guessable patterns like
“123456” or “password”. At least 12 characters and a different password for
every account. Enabling two-factor authentication adds another layer of
safety. Reused passwords are responsible for over 80% of data breaches.

    General Awareness 
1.Cyber attackers oŤen use brute force or guessing attacks on

weak passwords. 
2.Strong passwords act as the Śrst line of defense against identity

theŤ. 
3.Weak passwords can compromise not only personal accounts but

also corporate and Śnancial systems. 

( 



Affilated to the University of Rajasthan
 Accredited with A Grade by NAAC (First Cycle, 2025)

 An ISO 14001:2015 Certified Institution

 

   Inform the other party 
Use secure apps        

    Store recording securely

 Record without consent
  Share recording publicly 

   Use recording maliciously

IMPORTANT FACTS

°Call recording is legal in many jurisdictions.
°You must inform the other party before recording.
°Recording can be used as evidence.
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That tiny green light could be your only warning !

What Does the Green Dot Mean?
That small green dot on your screen is more powerful than it looks.

 It appears whenever your camera or microphone is active —
 even if you didn’t open them yourself.
 It’s your device’s silent way of saying,

“Hey, someone might be watching!”

Why You Should Never Ignore It
 In today’s digital world, our devices know everything about us —

 what we say, where we go, and what we look like.
 Hackers or untrusted apps can secretly use your camera

 to invade your privacy and steal your personal information.
 Ignoring that green dot could mean letting strangers

 peek into your private space.

 How to Protect Yourself
 Review and control which apps have access to your camera or microphone.

 Avoid clicking on suspicious links or downloading random files.
 Use camera covers or tape when not in use.

 Keep your device’s security settings updated.
 And most importantly — stay alert whenever the green dot appears.
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Awareness Poster Day 24 :

NEVER IGNORE THE GREEN DOT
ON THE SCREEN

Privacy isn’t automatic.
Protect it!

2 What Does the Green Dot Mean?
That tiny green light beside your camera signals it’s on. 

Whether you turned it on or not, it means your camera is active,
and someone could be watching.

⚠ Why You Should Never Ignore It
Hackers can hijack webcams to spy, record, or steal private data.

Ignoring the green dot could expose your personal moments
to the internet.

� How to Protect Yourself
Cover your webcam when not in use.

Check app permissions regularly.
Use strong passwords and updated antivirus software. 

Your privacy starts with awareness.



Warning Poster - 3

✅ Hover over links before clicking   
       check the real URL.
þ Keep your system and browser  
       updated.
ò Avoid links from unknown 
       messages or emails.
� Use multi-factor authentication 
       for all important accounts.

û VirusTotal – Scan suspicious links 
       or files.
� CheckShortURL – Preview hidden 
       or shortened links safely.
� Cyber Crime Portal (India) – 
       Report phishing or cyber frauds.
� CSK.gov.in – Government cyber 
       safety knowledge portal (India).

Useful TipsUseful sites
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Not every link is a door... Some are traps!!
ONE CLICK.
THAT’S ALL IT TAKES
TO OPEN A DIGITAL NIGHTMARE
The links can steal your data, drain your money,
can even spy on you through your own device



St. Xavier’s College Jaipur

Cyber Crime Reporting Portal →
https://www.cybercrime.gov.in

 → Official Indian government portal to report
cyberbullying, threats, or abuse.

StopBullying.gov →
https://www.stopbullying.gov

 → Global awareness and support platform.

ReThink App → https://rethinkwords.com
 → Stops hurtful messages before they’re sent.
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 SPECIAL POSTER DAY -3

SPECIAL APPS & WEBSITES
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CALL RECORDINGS

CYBER BULLYING

Bitwarden → https://bitwarden.com
 → Free, open-source password manager for all

devices.

Password / LastPass → https://1password.com
| https://www.lastpass.com

 → Generate strong, unique passwords and
store them securely.

Have I Been Pwned →
https://haveibeenpwned.com

 → Check if your email or password has been
leaked online.

STRONG PASSWORDS

Cyber Crime Reporting Portal
https://www.cybercrime.gov.in

 → File complaints about illegal call recordings,
online fraud, or harassment.

National Cyber Helpline – 1930 
Report financial or phone scams instantly.

Indian Computer Emergency Response Team
(CERT-In) → https://www.cert-in.org.in

 → For reporting hacking, call data leaks, or
other cyber incidents.

DATA PROTECTION
Stay Safe Online (MeitY India) →
https://www.staysafeonline.in

 → Government initiative promoting data
privacy and safe browsing habits.

Cyber Dost (Govt. Awareness Handle) →
https://twitter.com/Cyberdost

 → Daily updates on online scams, fake links,
and cyber safety tips.

NordVPN / ExpressVPN → https://nordvpn.com
| https://www.expressvpn.com

 → Secure your internet connection and protect
personal data.

https://twitter.com/Cyberdost
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CYBER CRIME
REPORTING PORTAL

to Stay safe in the
online world,it is

important to follow
important cyber
safety practices

WHICH MAY HELP IN
PROTECTING

ourselves.
protect your child from

watching  more social media
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MOTTO:- "RESPOND-RECOVER-REINFORCE 

Safety Tips:- 
✅ Keep software and OS updated regularly.

✅ Don’t click on suspicious links or attachments.

✅ Report cyber incidents to incident@cert-in.org.in.

✅ Follow official advisories and alerts.

Safety Tips:- 

✅ Use CSK tools like Bot Removal Tool 

✅ Regularly scan your system for malware.

✅ Avoid using public Wi-Fi for sensitive activities.

✅ Promote cyber hygiene among family and friends.

(Computer Emergency Response Team- India)
National agency under the Ministry of Electronics and IT.
Handles cyber security incidents, phishing, malware attacks,
and vulnerabilities.
Issues alerts, advisories, and guidelines to safeguard users
and organizations.

prevents unauthorized
applications from running

 to clean infected systems

protects from malware
via USB devices

secures Android devices from
cyber threats

A botnet cleaning and malware analysis centre launched by
MeitY.
Provides free tools to detect and remove malware & botnets
from computers and smartphones.
Promotes digital hygiene and safe cyber practices among
citizens.
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NATIONAL CYBER SECURITY POLICY 
2013/DRAFT 2021

Based on the 
National Cyber Security Policy

2013 and the Draft National Cyber
Security Strategy 2021, India's

cybersecurity approach has
evolved from a foundational,

reactive policy to a
comprehensive, proactive

strategy.
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